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Abstract. The cloud is next generation platform that provides dynamic resource
pooling, virtualization and high resource availability. It is one of today’s most
enticing technology areas due to its advantages like cost efficiency and flexibil-
ity. There are significant or persistent concerns about the cloud computing those
are impeding momentum and will compromise the vision of cloud computing as
a new information technology procurement model. A general understanding of
cloud computing refers to the concept of grid computing, utility computing,
software as a service, storage in cloud and virtualization. It enables the virtual
organization to share geographically distributed resources as they pursue com-
mon goals, assuming the absence of central location, omniscience and an exist-
ing trust relationship. This paper is a survey more specific to the different secu-
rity issues that has emanated due to the nature of the service delivery models of
a cloud computing system.
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1 Introduction

Cloud computing is a dream of computing as a utility. It makes software more attrac-
tive as a service and shaping the way as information technology hardware is designed
and purchased. Cloud computing is defined as applications delivered as services over
the Internet, hardware and system software in the datacenters that provides services.
These services are called software as a service (SAAS). The datacenter hardware and
software is known as a cloud .The foundation of cloud concept is based on the lease
manner. The idea of cloud computing was very popular in the late 1960s when re-
searchers thought about the utility computing. But in the mid-1970s this idea was at-
tenuated when it became clear that companies of the day were unable to sustain such a
futuristic computing model. However, with the increasing demand of computation
resources, the concept has been revitalized. With the growth in Internet technology
concepts such as search engines, the term cloud computing began to emerge in tech-
nology circles [1- 3]. The concept of cloud computing becomes more understandable
when enterprises begins to think about what modern information technology envi-
ronments always require. Modern information technology environments always like
to increase capacity or add capabilities to their infrastructure dynamically, without
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investing in new infrastructure. Given a solution to the aforementionedneeds, cloud
computing models encompass a subscription-based or pay-per-use paradigm [4].It
provides a service that can be used over the Internet and extends an information tech-
nology shop’s existing capabilities. This approach provides a return on investment
that companies are aiming for since decade. The tremendous growth of the Web over
the last decade has given rise to a new class of web scaling problems and challenges
such as supporting thousands of concurrent e-commerce transactions or millions of
searchqueries in a minute. It has become a large and growing market because of its
value propositions of low costs, increased flexibility, and shorter time to mar-
ket.Security issues in cloud computing are hampering the interest of perspective
organizations. There have been a lot of proven security attacks on different cloud
computing providers such as Google (Gmail, App Engine), Amazon Web Services
(Amazon S3), Salesforce.com (Salesforce.com) etc. Security is one of the main con-
cerns in cloud computing environment [5].

This paper is organized as follows. In Section 2, we introduce the literature review
which is classified as different types of effort done in security aspects with their ad-
vantages and disadvantages. In Section 3, we describe the challenges of the cloud. In
Section 4, we describe the different service models. We describe Deployment models
in Section 5. In Section 6, we show the comparison of deployment models in terms of
security requirements. In Section 7, we propose future research directions and Section
8 concludes the paper.

2 Literature Review

In 2000, Yamaguchi and Hashiyama [6] proposed concept of Reconfigurable Com-
puting technique for encryption processing. Reconfigurable Computing (RC) is capa-
ble of accelerating the information processing using dynamic reconfiguration of Field
Programmable Gate Arrays (FPGAs). Dividing the target problems into hardware and
software processing appropriately, the computation time will be less. It is one of the
aims of researchers to have fast and flexible encryption technique in the Internet. En-
cryption technique generally consumes more computational power and needs specific
hardware for feasible implementation. Moreover, these techniques are computational
intensive. They implemented RC system onto FPGA board. In this technique, they
developed application specific IC (ASIC) but this process has a problem of scaling. It
is suitable for real time problems only.

In 2009, Yuefa et al. [7] suggested the concept of hadoop distributed file system
(HDFC) architecture for the data security requirement of cloud computing. They use
the same file system as the Google uses named as Google file system (GFS). This
model works only in open system.

In 2010, Tribhuwan et al. [8] proposed a method to enhance the security of data
stored in the cloud by utilizing the concept of homomorphic tokens and distributed
verification of erasure coded data. This method attains the integration of storage cor-
rectness insurance and data error locations. They introduces a new two way hand-
shake scheme which is based on the token management method but this method does
not work properly for maintaining the integrity and confidentiality of data.
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In 2010, Brandic and Dustdar [9] proposed a novel approach for compliance man-
agement in clouds, termed as Compliant Cloud Computing (C3). They used novel
languages for specifying compliance requirements which concernedabout security
issues, privacy and trust, by leveraging domain specific languages and compliance
level agreements. They proposed C3 middleware architecture. In this, the middleware
is responsible for the deployment of certifiable and auditable applications, for pro-
vider selection with the user requirements.

In 2010, Ramgovind et al. [10] purposed overall security perspective for cloud
computing with the aim to highlight the security concerns. They tried to address the
cloud computing concerns and also remained successful to some extend to realize
the full potential of Cloud computing. Some of the most important issues in Cloud
computing are like data storage and data localization in the cloud. They also ad-
dressed problems like how the organization will deal with new and current cloud
compliance risks. It helps for cloud computing implementation. It deals with the po-
tential impact of cloud computing on the business concerning governance and legisla-
tion. They discussed how cloud computing may affect the organization in terms of its
business intelligence and intellectual property by potentially influencing its market
differentiation.

In 2010, Almulla and Yeun [11] discussed challenges regarding information secu-
rity concerns as confidentiality, integrity and availability. Most of the organizations
are very much concerned about the security issues and the ownership of the data.
However, they have not addressed security challenges for cloud computing including
Identity and Access Management (IAM). They presented the current state authentica-
tion, authorization and auditing of users by accessing the cloud along with the emerg-
ing ITAM protocols and standards.

In 2010, Somani et al. [12] suggested the cloud storage and data security in the
cloud by implementation of digital signature with RSA algorithm. In Digital Signa-
ture, software will crunch down the data, document into just a few lines by a using
hashing algorithm. They also suggested cloud challenges and responsibilities. They
proposed algorithms for implementing digital signature with RSA algorithm. This
technique crunch the document using hash functions, encrypt the message digest with
private key then uses RSA algorithm.

In 2010 Sato et al. [13] suggested that one of security concern for cloud can be
summarized as social insecurity. It is classified into the multiple stakeholder prob-
lems, the open space security problem and the mission critical data handling problem.
As a solution of those problems, they proposed a new cloud trust model. They con-
sider both internal trusts model and contracted trust that controls cloud service pro-
viders. They present a model named as “Security Aware Cloud.” In a security aware
cloud, internal trust must be established as the firm base of trust. By implementing
security such as identity management and key management on internal trust, they ob-
tain a firm trust model.

3 Challenges of the Cloud

Ultra large-scale: Larger is the cloud, faster is the cloud. The cloud providers have a
large network of servers, which are to give services to users or consumers. The cloud
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of Google has owned more than one million servers. Even in Amazon, IBM, Micro-
soft, Yahoo, they have more than hundreds of thousands servers. There are hundreds
of servers in an enterprise [10, 12].

Virtualization: Cloud computing makes user to get service anywhere, through any
kind of terminal. It is applied to memory, networks, storage, hardware and operating
system .You can do all you want through net service using a notebook computer or a
mobile phone [10]. Users can attain or share it safely through an easy way, anytime,
anywhere. Virtualization has characteristics like Partitioning (many applications and
operating systems are supported in a single physical system by partitioning or separat-
ing the available resources) and Isolation (each virtual machine is isolated from its
host physical system and other virtualized machine. therefore if one virtual machine
crashes, it doesn’t affect the other virtual machines) [12]. In addition, data is not
shared between one virtual container and another. It also provides Encapsulation (a
virtual machine can be represented as a single file, so you can identify it easily based
on the service it provides. In essence, the encapsulated process could be a business
service. The encapsulated virtual machines can be presented to an application as a
complete entity. Therefore, it can protect each application so that it does not interfere
with another application) [14, 15].

High reliability: Cloud uses data multi transcript fault tolerant. It replicates the same
data at different location or at different machines that ensure high reliability. Chances
of data crash become less. It supports the integrity and transaction constraints as well
[14].

Versatility: Cloud computing can produce various applications supported by cloud
and one cloud can support different applications running on it, at the same time. It
may be for same problem or for different problems [16].

High extendibility: The scale of cloud can extend dynamically to meet the increas-
ingly requirement. This application brings up hundreds of virtual servers on-demand,
runs a parallel computation on them. By using an open source distributed processing
framework called Hadoop, then shuts down all the virtual servers. Releasing all bound
resources back to the cloud with low programming effort and at a very reasonable
cost for the caller [16, 17].

On demand service: Cloud is a large resource pool that you can buy according to
your need. Cloud is just like running water, Electric, and gas that can be charged by
the amount that you used. It works like pay-as-you go manner, simply as in homes we
pay for electricity bills as how much we used. Similar in cloud, we pay as we use the
resources of cloud provider. This is also known as utility computing.

Extremely inexpensive: The centered management of cloud make the enterprise
need not undertake the management cost of data center that increase very fast. The
versatility can increase the utilization rate of the available resources compared with
traditional system, so users can fully enjoy the low cost advantage [17].
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4 Service Models

Cloud computing provides three service models that provides different levels of con-
trol and security are described ahead.

Software as a service (SAAS): The services provided over the Internet is referred as
software as a service. It includes the capabilities which are provided to the consumers
to use the provider’s applications, that running on a cloud infrastructure. Applications
accessible from various client devices through a thin client interface such as a Web
browser (e.g., web-based email) [4]. The consumer does not manage or control the
underlying cloud infrastructure, network, servers, operating systems, storage, or even
individual application capabilities, with the possible exception of limited user-specific
application configuration settings. The traditional model of software distribution is the
software purchased and installed on personal computers, is sometimes referred to as
Software-as-a-Product [18].1t is a software distribution model in which applications
are hosted by a vendor or service provider and made available to customers over a
network, typically the Internet. Software as a service is becoming an increasingly
dominant delivery model as underlying technologies that support web services and
service-oriented architecture (SOA) [1] [19].

Platform as a service (PAAS): Platform as a service provides capabilities to the con-
sumers to deploy onto the cloud infrastructure. Various consumers created applica-
tions use programming languages and tools supported by the provider. The consumer
does not manage or control the underlying cloud infrastructure, network, servers, op-
erating systems and storage. The consumer has control over the deployed applications
and possibly application hosting environment configurations. Cloud computing has
acquired to includes the platform for building and running custom web-based applica-
tions, this concept known as Platform-as-a-Service. PAAS is an outgrowth of the
SAAS applications delivery model. The PAAS model has aim to support the complete
life cycle of building, delivering web applications and services entirely available from
the Internet. Adverse to IAAS model, where developers may create a specific operat-
ing system instance with homegrown applications, PAAS developers are concerned
only with web based development and generally do not care which operating system
is used[4]. Its services allow users to focus on innovation rather than complex infra-
structure. Organizations can redirect a significant portion of their budgets for creating
applications that provide real business values instead of worrying about all the infra-
structure issues. The PAAS model is thus driving a new era of mass innovation. Now,
developers around the world can access unlimited computing power. Anyone with an
Internet connection can build powerful applications and easily deploy them to users
globally [1] [17] [19].

Infrastructure as a service (IAAS): Infrastructure as a service provides control over
the storage and resources. It provides the consumer to rent processing, storage, net-
works, and other fundamental computing resources. Where the consumer is able to
deploy and run arbitrary software, or control the underlying cloud infrastructure. The
consumer has less control over operating systems, storage, deployed applications, and
possibly selects networking components (e.g., firewalls, load balancers). TAAS is the
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delivery of computer infrastructure (typically a platform virtualization environment)
as a service. It leverages significant technology, services, and data center investments
to deliver information technology (IT) as a service to customers [19]. IAAS is estab-
lished on a model of service delivery that provisions a predefined and standardized
infrastructure that is specifically optimized for the customer’s applications. An
IAAS provider handles the transition and hosting of selected applications on their
infrastructure. Customers maintain ownership and management of their applications
while off-loading hosting operations and infrastructure management to the IAAS
providers [1].

S Deployment Models

Private Cloud: In private clouds the physical infrastructure may be owned by or
physically located in the organization’s datacenters. These are managed by third party
or own personnel with on or off-premise. They provide a single-tenant (dedicated)
operating environment with all the benefits and functionality of elasticity, account-
ability and utility model of Cloud. The consumers of the service are called trusted.
Trusted consumers of service are those who are considered part of an organization’s
legal/contractual umbrella including employees, contractors and business partners. It
is easier to align with security, compliance and regulatory requirements and provide
more enterprise control over development and use. All cloud resources and applica-
tions managed by the organization itself. Utilization on the private cloud can be much
more secure than that of the public cloud because of its internal control or exposure.
Only the organization and stake holders may have access to operate on a private cloud
[15] [19].

Public Cloud: Public Clouds are provided by designated service providers. Theyof-
fer either a single-tenant (dedicated) or multi-tenant (shared) operating environment
with the benefits and functionality of elasticity, accountability and utility model of
Cloud. In public cloud the physical infrastructure is generally owned by and managed
by the designated service provider which is located within the provider’s datacenters
(off-premise.) Consumers of Public Cloud services are called untrusted. Untrusted
consumers are those that may be authorized to consume some or all services but are
not logical extensions of the organization. These types of cloud are stand alone or
proprietary, run by third party companies such as Google, Amazon etc.

Managed Cloud: These types of clouds are established where various organiza-
tions have same requirements. They offer both single-tenants (dedicated) or
multi-tenant (shared) operating environment with all the benefits and functionality of
elasticity, accountability and utility model of Cloud [20]. The physical infrastructure
is owned by and/or physically located in the organization’s datacenters with an exten-
sion of management and security control planes controlled by the designated service
provider. Consumers of Managed Clouds may be trusted or untrusted.

Hybrid Cloud: Hybrid Clouds are a combination of public and private cloud. It
offers transitive information exchange and possibly application compatibility and
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portability. Cloud service offerings and provides utilizing standard or proprietary
methodologies regardless of ownership or location. This model provides an extension
of management and security control planes. Consumers of hybrid Clouds are trusted
or untrusted [20, 21].

Table 1. Cloud Computing Services Models and Their Providers [11]

SERVICES PROVIDERS
SAAS e  Support running multiple instances | ®  Google Docs
on it. e Mobile Me

e Develop software that run in cloud | ¢  Zoho

PAAS e  Platform which allow developers to | ®  Microsoft Azure
create programs that run in the cloud. | ¢  Force.com

e It Include several applications | ¢ Google App Engine
services which allow easy

development
TIAAS e Consist of database  servers and | ® Amazon S3
storage e Sun’s Cloud Service

e Highly scaled and shared comput-
ing infrastructure

6 Comparison Analysis

We have already described different delivery models of cloud by which different
types of services are delivered to the end user. The three delivery models are the
SAAS, PAAS and TAAS which provide infrastructure resources, application platform
and software as services to the consumer. These service models also place a different
level of security requirement in the cloud environment. ITAAS is the foundation of all
cloud services, with PAAS built upon it and SAAS in turn built upon it. Just as capa-
bilities are inherited, so are the information security issues and risks. There are sig-
nificant trade-offs to each model in terms of integrated features, complexity, extensi-
bility and security. If the cloud service provider takes care of the security at the lower
part of the security architecture of cloud, then the consumers become more responsi-
ble for implementing and managing the security capabilities. This paper presents in-
formation of the services and providers of services. Comparative analysis on different
cloud delivery and deployment models is presented along with security concern [22].
Parameters in security are identification, authorization, confidentiality, integrity,
non-repudiation and availability in terms of deployment models. Figure.1 shows that
security is required at higher extent in public cloud. This is one the main area of re-
searchers to improve security in public cloud. Especially authorization and integrity in
public cloud require great attention of researchers to fulfill the dream of implementa-
tion of cloud [17].
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DELIWERY MODELS

PUBLIC CLOUD PRIVATE CLOUD HYBRID CLOUD
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| DEPLOYMENT MODELS |

R = Required, O = Optional

Fig. 1. Comparison of Security Parameters in Different Delivery Models

7 Future Direction

One of the thrust and major area of research is to find technical solutions for the in-
teroperability among the cloud. Cloud enterprises want to assure that there will be exit
or a migration strategy across multiple clouds thereby avoiding the perils of vendor
lock-in. Second is the enabler ecosystem. There are various complex domains within
a cloud data center infrastructure. Some examples of these domains are computing,
network, storage, security, software applications and service management. In those
domains, there are several areas of complexity including integration, interoperability,
operation, scalability, and compliance. Because of this enterprises start adopting pri-
vate clouds, they would need a healthy ecosystem of cloud solution providers. It
would ease the burden of the above mentioned complexitiesof cloud computing. The
main area for research in cloud computing is its security. It is great obstacle in im-
plementation of cloud. Different solutions to security have been suggested. These
solutions include reconfigurable computing, cryptography, identity access manage-
ment and various cloud computing models as well. Still, efficient solutions are re-
quired for different domains of clouds.

8 Conclusion

Although Cloud computing can be seen as a new phenomenon which is set to revolu-
tionize the way we use the Internet, there is much to be cautious about. There are
many new technologies emerging at a rapid rate, each with technological advance-
ments and with the potential of making human’s lives easier. However one must be
very careful to understand the limitations and security risks posed in utilizing these
technologies. Cloud computing is no exception. In this paper challenges, deployment
models and key security issues which are currently faced by cloud computing are
highlighted. We mentioned the requirement of security at different service models
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which easily give the view where we require more security and concentrate our focus
to under developed areas. By following this paper, the insecurities of cloud may be
easily expelled, saving business owner time and investment. This service can be eas-
ily integrated by different organizations such as banking, search engines and enter-
prise applications.
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