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Abstract. Three types of standard public-key cryptographic systems that can be
considered secure, efficient, and commercially practical are (i) Integer Factori-
zation Systems (e.g. RSA) (ii) Discrete Logarithm Systems (e.g. DSA) (iii) El-
liptic Curve Cryptosystems (ECC). The security of these systems is based on
the relative complexity of the underlying mathematical problem. Of all these
systems, for a given key size, ECC is the most secure public key cryptosystem.
A survey of various protocols based on ECC has been done in the paper. The
protocols have been classified according to their use in various cryptographic
security mechanisms i.e. key agreement protocols, digital signature and enci-
pherment. A comparison of ECC with conventional public key systems reveals
that ECC is best suited for applications such as mobile computing, wireless sen-
sor networks and other devices with constrained resources.
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1 Introduction

With the rapid development of information technology, networks have become an
important part of everyone’s lives. The confidentiality and authenticity of information
against illegal access, interruption and modification must be safeguarded in a network
environment. Techniques like Encryption/Decryption, Digital Signature are some of
the efficient solutions to safeguard the information of the user and confirm his/her
authenticity. However, the overheads associated with communication and its security
must be minimal. In 1985, Neil Koblitz and Victor Miller independently proposed the
Elliptic Curve Cryptosystem (ECC). ECC is a public key cryptosystem based on the
Elliptic Curve Discrete Logarithm Problem (ECDLP) for its security. ECC is being
accepted as an alternative to conventional cryptosystems such as RSA and ElGamal
as it provides the highest strength-per-bit of any other cryptosystem known today. The
security of ECC depends on the difficulty of solving discrete logarithm problem over
the points on an elliptic curve i.e. Elliptic Curve Discrete Logarithm Problem
(ECDLP). The best known method to solve ECDLP (pollard’s rho algorithm) is fully
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exponential and substantially smaller key sizes as compared to other public key
cryptosystems are used to obtain equivalent security. The length of cryptographic
keys in ECC is comparatively much smaller than any other public key systems e.g. a
163-bit ECC cryptosystem provides as much security as a 1024-bit RSA cryptosystem
would. This is an ideal feature especially for applications such as PDAs, smart cards,
wireless sensor networks where resources such as memory, computing power etc are
limited.

This paper is organized as follows: In Section 2, the survey of existing protocols
based on ECC has been classified. In Section 3, the comparison of ECC with conven-
tional public key systems has been done. In Section 4, we propose future directions
and Section 5 concludes the paper.

2 Survey of Existing Protocols Based on ECC

2.1 Key Agreement Protocols Based on ECC

In 1976, Diffie and Hellman proposed the first public key exchange algorithm for key
distribution based on discrete logarithm problem (DLP) which allows two users to
exchange a key securely that can be used for subsequent encryption of messages. This
algorithm itself is limited to the exchange of keys and forms the basis of many key
exchange protocols. Also, one of the major roles of public key encryption has been to
address the problem of key distribution. The majority of key agreement protocols
based on public key cryptography use RSA. But, many efficient key agreement proto-
cols based on Elliptic Curve Cryptosystems have been proposed recently. In 1998, the
use of elliptic curve to implement public key cryptosystem was suggested as experi-
mental studies done by Certicom showed that ECC provides greater efficiency in
terms of key size and bandwidth saving than either integer factorization systems or
discrete logarithm systems of relative security. At that time, it was said that “Elliptic
curve cryptosystems appear promising and deserve further analysis”. In 2003, Dr S A
Vanstone, Founder Strategic Technology, Certicom, mentioned in one of his articles
that ECC is the next generation public key system for wireless communication.
Depending on its structure, wireless networks can be categorized into two types:
infrastructure and ad-hoc. The authentication and key agreement protocols play a vital
role for secure communication in wireless networks. Authentication and key agree-
ment protocols provide mutual authentication and secure means of deriving a shared
secret key for communication between entities. In 2005, a key distribution protocol
based on ECC for infrastructure topology wireless networks was proposed. Two dif-
ferent versions of this protocol provide security for basic service set (BSS) network
and extended service set (ESS) network [1]. Wireless ad hoc networks allow peer to
peer communication between mobile units without any central access point. The to-
pology of such networks changes frequently because of rapid movement of the net-
work nodes. A group key agreement protocol in ad hoc networks is used to establish a
cryptographic key for secure communication between the group participants. A proto-
col based on ECDLP for secure group communication for wireless ad hoc networks
was proposed in year 2006 [2]. Wireless sensor networks (WSN) are the latest ad-
vancement in the domain of wireless communication. Sensors are also low power
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devices with limited memory space and CPU power. In 2010, a protocol for key
agreement and secure communication for heterogeneous sensor networks was pro-
posed based on ECC [3].

Mobile devices such as smart cards, cellular phones, PDAs etc. are constrained de-
vices and have limited computational power. ECC is most suitable for mobile devices
with limited resources. In 2008, an efficient key agreement protocol for smart cards
was proposed by Juang et al. [4]. This protocol is based on zero-knowledge proof and
solves the lost-smart-card problem using ECC. In 2009[5], Yang and Chang pro-
posed an ID-based remote mutual authentication with key agreement scheme for mo-
bile devices on elliptic curve cryptosystem. This protocol provides mutual authentica-
tion and session key agreement between the user and the server for secure communi-
cation. In 2009, an efficient three-party authenticated key exchange protocol using
ECC for mobile-commerce environments was also proposed by Yang and Chang [6].

2.2 Digital Signatures Schemes Based on ECC

A digital signature is an electronic signature that is used to verify the authenticity of
the sender and integrity of the electronic message. At present, public key systems are
almost exclusively used for key distribution protocols, integrity and authenticity pur-
poses. Most digital signature schemes currently available are based on conventional
public key systems, such as RSA and the ElGamal system. But, over the last few
years, owing to its computational benefits, ECC is also being used to sign electronic
documents. If a digital signature scheme provides message recovery then the original
message does not have to be sent to the verifier. The verifier can then recover the
message by using signer’s publicly known information. Another digital signature
scheme based on ECDLP with message recovery was proposed in 2004 [7]. Its effi-
ciency was further enhanced by the use of self certified public key. But, Shao, [8]
pointed out that this scheme was susceptible to insider forgery and nonrepudiation
attack and improved the scheme by integrating point multiplication over elliptic
curves in the original scheme.

A proxy digital signature is a scheme where the original signer can delegate his
signing responsibility to another signer who acts as a proxy signer in the absence of
the original signer. In 2003, a proxy signature scheme based on ECC was proposed
where multiple signers can delegate their responsibility to a single proxy signer [9]. It
was named as proxy multisignature digital scheme. In 2004, Hwang et al. [10], pro-
posed a generalized proxy digital scheme where a group of original signers can dele-
gate their signing authority to a designated proxy group. The group of proxy signers
can cooperatively generate a proxy signature on behalf of the original group. Using
ECDLP along with one-way hash functions, a computationally efficient proxy signa-
ture scheme was proposed in 2009 [11]. In Threshold Signature Scheme, the secret
key is distributed among n parties with the help of a trusted third party and at least #
parties are required to participate in the signing process where # is a subset of n. Such
a scheme is represented as (¢, n) threshold signature scheme. In 2004, a group oriented
signature scheme was proposed based on ECC [12]. Blind Signature scheme is a sys-
tem of digitally signing the message such that the contents of the message are hidden
from the signing authority. In 2010, elliptic curves were used to implement threshold
blind signature scheme [13].
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2.3 Encryption Decryption Based on ECC

Encryption is the process of converting a plain text into cipher text using an encryp-
tion algorithm and decryption is the process of converting the cipher text back into
plain text using a decryption algorithm. Encryption/ Decryption are techniques for
providing data confidentiality for the information exchange over networks. Public key
algorithms are mostly used for key exchange and authentication purposes due to their
slow speed as compared to secret key algorithms. Some of the algorithms for encryp-
tion have been proposed using ECC also. The ElGamal algorithm which is based on
DLP for its security can very well be implemented using ECC. In 1998, an efficient
signcryption scheme based on elliptic curve was proposed. In this scheme ElGamal
and DSS (Digital Signature Standard) were extended to elliptic curves to implement
signatures and encryption in one single procedure. A similar scheme for implement-
ing signatures and encryption in a single procedure was proposed by Chen et al. in
2004 [14]. In the proposed scheme the use of threshold signatures along with encryp-
tion/ decryption implemented over ECC considerably reduced the communication
overheads.

3 Comparison of ECC with Conventional Public Key Systems

Benefits of ECC, compared to RSA (Rivest, Shamir, Adleman), DSA (Digital Signa-
ture Algorithm), DH (Diffie Hellman) is that it offers considerably greater security for
same key size than other public key systems thereby reducing processing overhead.
The benefits of this higher-strength per-bit include higher speeds, lower power con-
sumption, bandwidth savings, less heat production and storage efficiencies. The
smaller key size also makes possible much more compact hardware and software
implementations for a given level of security, which makes faster cryptographic
operations run on smaller chips with compact software. All these properties are
of particular advantage in devices where bandwidths, processing capacity, power
availability or storage are constrained. Such applications include smart cards, PDAs,
cellular telephones etc. This leads to a significant improvement in efficiency in the
operation of the ECC over both integer factorization and discrete logarithm systems.
The difference becomes more pronounced with the increase in the key size as is indi-
cated by the following table.

Table 1. Comparison of ECC and RSA based on key size for same security levels

ECC key size (bits) RSA key size (bits) Key size ratio
163 1024 1:16
256 3072 1:12
384 7680 1:20
512 15360 1:30

Supplied by NIST (National Institute of Standards and Technology)

A recommended key size of RSA for most applications is 2048 bits. For the
equivalent security ECC only needs a key of 224 bits.
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4 Future Directions

Majority of the handheld wireless devices have limited resources and operate in con-
strained environments. ECC is the ideal public key cryptosystem for such devices.
The security mechanism in which ECC is being predominantly used is key exchange
protocols and digital signatures. Use of ECC considerably reduces the cost of trans-
mission as compared to RSA. There is a tremendous opportunity available for re-
searchers to implement protocols for such wireless devices using ECC instead of
RSA. The prime elliptic curves GF(p) are best suited for software implementations
because the extended bit-fiddling operations needed by binary curves are not required
whereas binary curves GF(2™) are best suited for hardware implementations as re-
markably few logic gates are required to create a powerful and fast cryptosystem.
Domain parameters play a vital role in secure communications using ECC. They must
be selected, such that they are not susceptible to the known attacks (e.g. pollard rho
attack). The selection of secure prime elliptic curves, binary elliptic curves is the fo-
cus of the research. According to NIST the elliptic curves suitable for cryptographic
operations are: GF(p):P-192,P-224,P-256,P-384,P-521. GF(2™): K-163, K-233, K-
283, K-409, K-571. Researchers are continuously working in this direction so that
more secure curves for cryptographic purpose can be identified. Point multiplication
in ECC which is done using “double and add method”, is an expensive operation even
today. Hence research is being done to evolve cost efficient and faster point multipli-
cation algorithms. If such algorithms evolve in near future the entire cryptographic
mechanisms including encryption/decryption of the data might be done using ECC
instead of other conventional cryptosystems.

5 Conclusion

In the recent years, Elliptic Curve Cryptography has gained widespread exposure and
acceptance. Due to its highest security-per-bit and low computation cost features as
compared to other public key systems, it has already been included in many security
standards such as IEEE P1363, ANSI X9.62 and ANSI X9.63. From just being a
cryptosystem of theoretical importance alone, it has now emerged out as a cutting
edge technology. Owing to its many computational benefits it is very well suited for
wireless technology. One can go so far as to say that the RSA technology which is
being used in many applications today may be replaced by ECC altogether.
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